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This Endorsement Modifies Your Policy. 
Please Read It Carefully. 

 
 

PRIVACY AND NETWORK SECURITY EXCLUSION 
 
This endorsement modifies insurance provided under the following: 
 

INSURANCE AGENTS AND BROKERS ERRORS AND OMISSIONS LIABILITY 
INSURANCE POLICY 

 

I. SECTION III - DEFINITIONS is amended by adding the following definitions: 

A. Computer System means computer hardware, software, firmware, and the data stored 
thereon, as well as associated input and output devices, data storage devices, 
networking equipment and Storage Area Network or other electronic data backup 
facilities which are owned by the Insured or otherwise under the Insured’s direct 
operational control. 

B. Network Security Activities means those activities performed by the Insured, or by 
others on the Insured’s behalf, to protect against: 

1. Unauthorized access to; 

2. Unauthorized use of; 

3. A denial of service attack by a third-party directed against; or 

4. Transmission of unauthorized, corrupting or harmful software code to; 

the Insured’s Computer System. 

C. Network Security Breach means a Wrongful Act by an Insured in the conduct of 
Network Security Activities. 

D. Personal Information means information in any format containing the following: 

1 An individual’s name, social security number, medical or healthcare data, other 
protected health information, drivers license number, state identification number, 
credit card number, debit card number, address, telephone number, account 
number, account histories, or passwords; or 

2. Other nonpublic Personal Information as defined in Privacy Regulations. 

Personal Information does not include information that is lawfully made available to the 
general public for any reason, including but not limited to information from federal, state 
or local government records. 

E. Privacy Regulations means the following statutes and regulations associated with the 
control and use of personally identifiable financial, medical or other sensitive information: 

1. Health Insurance Portability and Accountability Act of 1996 (Public Law 104-191) and 
Health Information Technology for Economic and Clinical Health Act; 

2. Gramm-Leach-Bliley Act of 1999; 

3. The California Security Breach Notification Act (CA SB 1386) and Massachusetts 
201 CMR 17; 

4. Identity Theft Red Flags under the Fair and Accurate Credit Transactions Act of 
2003; 
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5. Section 5(a) of the Federal Trade Commission Act, 15 U.S.C. § 45(a), but solely for 
alleged violations of unfair or deceptive acts or practices in or affecting commerce; 
and 

other similar state, federal, and foreign identity theft and privacy protection legislation 
that requires commercial entities that collect Personal Information to post privacy 
policies, adopt specific privacy or security controls, or notify individuals in the event 
that Personal Information has potentially been compromised. 

F. Privacy Violation means: 

1. The failure of an Insured to properly handle, manage, store, destroy or otherwise 
control: 

a. Personal information in your possession; or 

b. Third-party corporate information in any format provided to the Insured and 
specifically identified as confidential and protected under a nondisclosure 
agreement or similar contract with the Insured ; or 

2. An unintentional violation of the Insured’s privacy policy that results in the violation 
of any Privacy Regulations. 

II. SECTION IV - EXCLUSIONS is amended by adding the following exclusion: 

This insurance does not apply to any Loss, in connection with, arising out of, or in any way 
involving: 

Privacy/Network Security 
A Privacy Violation or Network Security Breach.  However, this exclusion will not apply to 
any Personal Injury offense that arises out of the Insured’s rendering of Professional 
Services, provided it does not arise out of any actual or alleged violation of any Privacy 
Regulation. 




